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MARK YOUR CALENDARS 

A TIME LINE OF THE BIDEN ADMINISTRATION’S MAY 12, 2021 EXECUTIVE ORDER ON

IMPROVING THE NATION’S CYBERSECURITY

MAY 2021 

May 26, 2021 OMB will receive recommendations on how best to retain network and 
system logs in FCEB information systems. (Section 8(b)) 

JUNE 2021 

June 11, 2021 Expect to see a call go out to industry and academia specifically seeking 
suggestions and ideas to tackle software supply chain security. (Section 
4(b)) 

June 11, 2021 CISA will be responsible for providing options on how to employ EDR in 
FCEB systems. (Section 7(c)) 

June 26, 2021 The FAR Council will receive proposed contract language addressing 
cyber incident reporting requirements and timeliness throughout the 
Government – FCEB and National Security/Defense. Reporting, in 
pertinent part, is expected to be within 72 hours and protect civil liberties. 
(Section 5(g)) 

June 26, 2021 The Government identifies what constitutes “critical software” as that 
term will be used in the formal guidance to enhance the security of the 
software supply chain that NIST will be publishing by August 5, 2022. 
(Section 4(g)) 

June 26, 2021 National security systems will be examined and assessed for their ability 
to detect incidents. (Section 7(g)) 

JULY 2021 

July 11, 2021 FAR and DFARS clauses related to contracting with IT and OT services 
will be reviewed and suggested updates will be provided. This effort will 
also describe the type of “contractors to be covered” by the changes. This 
portends that the uniformity sought elsewhere in the EO may give way to 
more exacting requirements for certain industry sectors or manufacturers 
(i.e., software) service providers. (Section 2(b)). 
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July 11, 2021 Agency-specific cybersecurity contractual requirements will be reviewed 
with recommendations given on proposed standardized contractual 
language.  This could mean that perhaps a modified CMMC may be going 
government wide and not just to Defense contractors. (Section 2(i)). 

July 11, 2021 Each agency is expected to update its architecture plans to better include 
the cloud and employ “Zero Trust Architecture” and report on those 
efforts. (Section 3(b)) 

July 11, 2021 The FCEB should expect to see additional guidance addressing services 
and protections “based on incident severity.” This sounds strikingly 
familiar to the risk assessment effort Agencies must undertake under the 
Federal Information Security Management Act (FISMA) of 2002 to assess 
risk levels of data systems and information. (Section 3(c)(iii)) 

July 11, 2021 Beginning of when the submission of status reports on the implementation 
of multi-factor authentication and data-at-rest encryption protocols are 
required every 60 days until accomplished. (Section 3(d)(i)) 

July 11, 2021 The Federal Risk and Authorization Management Program (FedRAMP) 
“shall begin” modernization.  The steps identified appear to be stressing 
Federal uniformity and speeding up the acquisition of cloud services. 
(Section 3(f)) 

July 11, 2021 Expect to see what will be required in SBOMs. (Section 4(f)) 

July 11, 2021 NIST will publish an outline of its proposed security measures for critical 
software. (Section 4(i)) 

July 11, 2021 NIST and NSA will publish guidelines with the minimum standards 
vendors are required to employ when testing software source code.  While 
general in nature, this may change some manufacturer’s testing regiments 
as it includes “recommended types of manual or automated testing (such 
as code review tools, static and dynamic analysis, software composition 
tools, and penetration testing).” (Section 4(r)) 

July 11, 2021 DHS and DoD will establish procedures on how they plan to immediately 
share incident alerts and respective data. (Section 7(j)(i)) 

July 11, 2021 Those overseeing national security systems (DoD and the Intelligence 
Community) should examine the EO and consider adopting measures that 
are presently accounted for in existing national security IS policies and 
procedures. (Section 9(a)) 
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July 26, 2021 Agencies will be made aware of the categories of software and software 
products deemed “critical” by NIST (Section 4(h)) 

July 26, 2021 Memoranda of agreements in place between CISA and the FCEB agencies 
for threat hunting. (Section 7(f)) 

AUGUST 2021 

August 10, 2021 The Government will craft procedures for the cross-agency sharing of 
incident reports. (Section 2(g)) 

August 10, 2021 Expect to see a Federal cloud-security strategy and related guidance to 
Federal agencies wherein the risks of cloud services are highlighted, 
assumedly in an effort to craft agreements that would avoid those risks. 
(Section 3(c)(i)) 

August 10, 2021 Expect to see the FCEB receive documentary guidance addressing 
securely migrating to and storing data in the cloud in a manner that 
facilitate intra-agency incident reporting. (Section 3(c)(ii)) 

August 10, 2021 Expect to see the heads of FCEB agencies analyze and prioritize the data 
each deems more at risk and provide storage solutions to mitigate that risk. 
(Section 3(c)(iv)) 

August 10, 2021 Expect to see a consolidated framework to address incident handling and 
reporting in the cloud (Section 3(e)) 

August 10, 2021 Agencies will be required to abide by the guidance issued by NIST on July 
11, 2021 addressing security measures for critical software. (Section 4(j)) 

August 10, 2021 Policies will be drafted/revised to address the findings related to the 
detection of cyber incidents affecting National Security Systems. (Section 
7(h)) 

August 10, 2021 CISA will need to provide the manner in which it intends to cyber hunt 
threats across agency lines and how CISA will ensure that those activities 
won’t impact agency systems/data. (Section 7(i)) 

August 24, 2021 Expect to see FCEB policies addressing logging, log retention, and log 
management, all of which are intended to ensure centralized access and 
visibility in the event of a cyber incident. (Section 8(c)) 
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September 9, 2021 Expect to see guidance on how IT and OT service providers are to share 
incident or event data with agencies, CISA and the FBI. The EO isn’t 
exactly clear what type of “data” is expected to be shared. (Section 2(e)) 

September 9, 2021 Expect to see a FAR clause addressing the recommended contract 
language available for comment. (Section 2(e)) 

September 9, 2021 The Government will have a “playbook” addressing how FCEB agencies 
should plan and conduct vulnerability and incident response activity. 
(Section 6(b)) 

September 9, 2021 The FCEB will be adopting government-wide EDR requirements. (Section 
7(d)) 

September 24, 2021 Expect to see a new FAR rule addressing government-wide incident 
reporting requirements. (Section 2(g)) 

OCTOBER 2021 

October 9, 2021 Expect to see updated FAR clauses targeting IT and OT service providers. 
(Section 2(d)) 

NOVEMBER 2021 

November 8, 2021 Agencies are to have in place multi-factor authentication and data-at-rest 
encryption protocols. This could prove a challenging deadline to meet as 
Defense contractors have struggled with this same effort for years.  
Nonetheless, it reinforces how important these efforts are and should serve 
as a warning to any Defense contractors who have yet to implement these 
protocols.(Section 3(d)) 

November 8, 2021 If unable to accomplish multi-factor authentication and data-at-rest 
encryption protocols the agency must explain why to CISA, OMB, and the 
National Security Advisor. (Section 3(d)(iii)) 

November 8, 2021  NIST will collect, compile and review the proposed solutions and ideas 
garnered to enhance software supply chain security (Section 4(c)) 

FEBRUARY 2022 

February 6, 2022 Expect to see formal guidance from NIST identifying practices intending 
to enhance the security of the software supply chain. (Section 4(e)) 

SEPTEMBER 2021 
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The EO contemplates IoT labeling requirements.  (Section 4(t)) February 6, 2022 

February 6, 2022  The EO contemplates a consumer software labeling program and a 
baseline level of secure practices. (Section 4(u)) 

MARCH 2022 

March 8, 2022 Agencies will be required to abide by the guidance issued by NIST in its 
overarching software security guidance to be published no later than 
August 5, 2022 (Section 4(k)) 

MAY 2022 

May 7, 2022 NIST will provide procedures for reviewing and updating the guidelines 
addressing software supply chain security. (Section 4(d)) 

May 12, 2022 Contractual language is to be contemplated and crafted ensuring 
compliance with security of critical and general software (Section 4(n)) 

May 12, 2022 NIST will have a better idea as to whether labeling of IoT devices and 
consumer software is proceeding as expected or needs to be altered. 
(Section 4(w)) 

May 12, 2022 The president will want to know how goes the effort to secure the software 
supply chain. (Section 4(x)) 


