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THE U.S. GOVERNMENT IS BUYING CYBERSECURITY – SHOULD YOU BE SELLING?
On May 12, 2021, the Biden administration unveiled a rather 
expansive executive order intent on “Improving the Nation’s 
Cybersecurity.” The lengthy and sweeping order is a 
comprehensive national cybersecurity overhaul. In  
addition to requiring significant improvements to the 
cybersecurity posture of the Federal Civilian Executive  
Branch (FCEB) agencies, the order also prescribes: 

•  Implementation of cyber incident sharing 
requirements between the government and  
private industry

•  Necessary demands of security on  
software development

•  Inclusion of software bills of materials,  
operational technology (e.g., industrial machining), 
and the internet of things in the fabric of  
cybersecurity regulations. 

Set against the backdrop of an ambitious timeline that calls  
for drastic changes before the end of this fiscal year – September 
30, 2021 – the order requires that the federal government  
scale administrative mountains at breakneck speed while 
simultaneously working with the industry and developing  
new regulations with which contractors will have to comply  
in short order. This means that while the IT, cybersecurity  
and software industries can expect a jungle of regulatory  
thorns in the near term, they can also expect to see significant 
opportunities coming from a very eager government  
customer. But are you ready to sell to the U.S. Government?

SEEMS LIKE A GOOD IDEA

So here is the good news: The U.S. Government is the largest 
single purchaser of goods and services in the world. Annually, it 
awards more than $500 billion in contracts to multiple providers 
and manufacturers. In 2021, the federal government, including 
the departments of defense and homeland security, spent more 
than $18.5 billion on cybersecurity. And as we approach 2022, 
the administration has asked for $500 million to be added to the 
federal government’s Technology Modernization Fund and $9.8 
billion targeted explicitly toward civilian cybersecurity programs 
across the government — up from about $8.7 billion from fiscal 
year 2021. Meanwhile, the Department of Defense is seeking 
$10.4 billion to address cybersecurity, cyberspace operations and 
research and development. (And that’s before we discuss the 
trillions of dollars expected for infrastructure.) The country is 
awash in government spending. 

While this is great news for contractors that can meet the 
government’s supercharged demands, those trillions of dollars 
come with ever-heightened scrutiny of where that money goes 
and how it is spent. Why? Well, to ensure that any potential 
irregularities, misrepresentations or fraud are thoroughly 
investigated and prosecuted! 

WHAT ARE THESE FARS AND DFARSS IN THE CONTRACT?

The government ain’t your typical customer. It’s demanding.  
It’s exacting. It’s not commercial. All federal government 
contracts (and subcontracts, there’s no escaping flow downs) 
contain multiple regulatory requirements directing the 
contractor how to act, sell, price, discount, protect, hire, fire, 
report, retain, ship, supply, obtain, avoid … get the picture? It’s  
a virtual laundry list of contracting commandments “thou shalt” 
comply with or risk the whole deal (and dollars earned) going  
up in flames. 

Those regulations may be expressly listed, they may be 
“incorporated by reference,” they may be included through  
a hyperlink at the bottom of the purchase order, or they can  
even not be in there and still found to apply (that’s called, 
ironically, the “Christian Doctrine”). Ultimately, while the sales 
staff may have signed the company up for a banner opportunity, 
it also just brought with it significant risk and liability. Why? 
Because the company just promised the government, they’ll  
do everything in that contract.

WAIT … WHAT NOW?

Yup. While the government doles out carrots of cash with one 
hand, it takes it back with the stick of the False Claims Act in  
the other. 

In 2020, the government (while locked at home and with courts 
closed) recovered more than $2.2 billion from False Claims Act 
settlements and judgments. That’s a lot, right? Not really. It’s the 
lowest level of recovery since 2008 and $1 billion lower than the 
2019 haul (when people were traveling and courts open). 

Here’s how it works in fundamental terms: 

1. Company gets a government contract (or subcontract)

2.  Government contract has a listing of requirements 
informing company how it must act, sell, etc.

3.  Company signs the government contract and  
starts performing

4.  Company doesn’t do everything in the way the  
contract stipulates

5.  Company submits a bill for payment – BOOM! False 
Claims Act violation. 

Under a concept called “Implied Certification,” the company may 
be found to have made specific representations about goods and 
services, then acted with knowledge that it violated a “material” 
statutory, regulatory or contractual provision. The result? 
Suppose that one invoice was for only $1,000. In that case, the 
penalty could be a fine of $11,665 to $23,331, treble damages 
($3,000), suspension (contractor detention where you can’t sell 
for a while), debarment (contractor expulsion) and even personal 
liability (jail or individual fines). 
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WHEW! GOOD THING THE GOVERNMENT IS NEVER GOING TO 
FIND OUT, RIGHT?

Uh … no. You see, people like to talk, and the False Claims Act 
encourages that with the concept of the qui tam relator. This 
incentivizes whistleblowers by giving them a substantial take  
of the ultimate penalty (generally a third). That means it’s a 
business too. 

Professional whistleblowers try to dig things up or, sometimes, 
just guess that companies are doing something wrong. Closer to 
home, whistleblowers can include employees and executives 
– yes, even those who signed the contract or “unknowingly” 
perpetuated the fraud. Anyone able to root out fraud and report 
it to the government is a risk and liability if a company chooses to 
avoid its contractual obligations. 

In fact, the pandemic saw the highest amount of new FCA 
matters initiated in a single year and at its highest rate since 
1994 – with 250 new cases brought in 2020! But that’s only the tip 
of the iceberg because qui tam relators filed 672 new matters in 
FY 2020 – almost 13 new cases a week – an increase over the FY 
2019 filings and the fifth-highest number of instances in 
reported history. 

If you think you can keep that anonymous menagerie quiet, you’ll 
also have to address the legions of government investigators and 
auditors. After a year at home, expect agency investigators to 
follow the river of Covid-relief dollars to its recipients to find out 
how the money was spent. And, while they’re under the hood, 
expect them to ask about federal contracts or subcontracts.

SO, I’M CONFUSED, DON’T SELL TO THE GOVERNMENT?

Definitely sell to the government; just be prepared to do it  
the right way. The U.S. Government is a wealthy, needy and 
omnipresent customer. Millions of contractors do it the right way 
through an adequate compliance regimen. Be like them. Don’t let 
an eager sales staff, a territorial contracts manager or a miserly 
CFO impact the compliance requirements a company must meet 
to keep the money it earned. 

A company courting a government customer has to understand 
the state of play. Presently, beyond cybersecurity and the litany 
of standard compliance obligations, the changing landscape of 
supply chain limits and domestic preference provisions create 
significant risks for unwary companies. Government contracting 
isn’t easy, but it’s not a heavy lift for a company that understands 
and responds appropriately to the contractual obligations it 
accepted with the contract. Just make sure you do it right and  
ask for help if you’re uncertain.
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